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Effective Managed Software Security

The Search for Value in Security

Research has found thatissues related to user-reported security
problems and security-related violations consume a substantial
amount of support resources. Resolving user complaints about
viruses, malware, and other security breaches consumes
large amounts of time. Aformalized user-support and change
management process can help in creating productivity gains
for IT staff. The ability to efficiently resolve issues for both local
and remote users from a central location can result in savings
of travel time and expenses.

Companies continually make massive
investments in web infrastructure,
enterprise computer systems, and
software. These investments have
always been made with the intention
of creating some type of business
value, but the relationship between the
investment in information technology
and the resulting value to the business
often becomes blurred.

For these reasons, it is necessary to step back and evaluate the
actual business return on investment (ROI). This is especially
true for enterprise software, but nowhere is this more the case
than for the software used to manage the infrastructure. The
value of improved application availability and the enhanced
automation of the system management process can create
a payback of the investment in very short order. The key to
verifying ROl in a specific environment requires asking detailed
questions about the implementation costs and the business
value of using various management functions.

Defining Return on Investment

When calculating the return on investment you can use either
the net present value (NPV) method or the payback period
method. The NPV method translates future value into today’s
dollars. Future costs and benefits must be translated into today’s
dollars to gain an accurate picture of the investment, since a
dollar spent or earned tomorrow doesn’t have the same value
as adollar spent or earned today. Discount each future amount
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by an appropriate “discount figure” (such as the expected rate
of inflation or an internal corporate financial metric) to obtain an
easily comparable present value, representing today’s dollars.

For example, take the initial, one-time costs of purchasing
the software, including licensing fees, setup, and integration.
Then add ongoing costs such as training, support, and annual
maintenance (usually around 15%) over the five-year period
to calculate the total investment over five years. These future
values must be discounted appropriately.

The returns consist of the annual cost savings or benefits over
the same time period in management efficiency, management
productivity, and application availability. However, rather than
adding the annual costs or benefits to arrive at a total figure,
each future amount must be discounted so that it is stated in
current dollars. This calculation yields the NPV. By using NPV
analysis, investments of different lengths and complexity can
be directly compared with one another.

The alternative, and one that is a little simpler and sufficiently
accurate for a short time period, is to calculate the payback
period. This is simply the period in months or years of savings,
that would add up to the total implementation costs. In other
words, how long does it take to pay back the investment? If this
time is less than a few years, then the complexity of using the
NPV method is not justified.

IT Productivity — Do more with less

When trying to estimate ROI, generally the first thing to consider
is the direct savings to the IT organization itself. Investments in
system and network managementsoftware willpresumably have
the greatest effect on productivity and operational efficiency.
The automation of system management processes creates
quantifiable value in many ways. In particular, companies
usually find that the increase in efficiency of the support staff
permits them to service the user base with fewer additional
hires and lower travel costs. Enhanced productivity permits
IT to perform routine operational tasks, such as backup and
restore system setup and upgrades, password administration,
and the virus detection and purging process, with less staff and
with better resource allocation.
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